Location verification is a promising approach among various ADS-B security mechanisms, which can monitor announced positions in ADS-B messages with estimated positions. Based on common assumption that the attacker is equipped with only a single device, this mechanism can estimate the position state through analysis of time measurements of messages using multilateration algorithm. In this paper, we propose the formal model of multidevice false data injection attacks in the ATC system against the location verification. Assuming that attackers equipped with multiple devices can manipulate the ADS-B messages in distributed receivers without any mutual interference, such attacker can efficiently construct attack vectors to change the results of multilateration. The feasibility of a multidevice false data injection attack is demonstrated experimentally. Compared with previous multidevice attacks, the multidevice false data injection attacks can offer lower cost and more covert attacks. The simulation results show that the proposed attack can reduce the attackers' cost by half and achieve better time synchronization to bypass the existing anomaly detection. Finally, we discuss the real-world constraints that limit their effectiveness and the countermeasures of these attacks.
Introduction
With the rapid development of air transportation, the surveillance technology of air traffic control is gradually evolving from primary surveillance radar technology to higher precision and lower cost Automatic Dependent SurveillanceBroadcast (ADS-B) [1] technology. ADS-B provides surveillance data to support mission-critical automatic and human decisions in the next generation ATC system to increase safety of air traffic. The aircraft equipped with ADS-B transmitter can broadcast plain text of the aircraft position retrieved from their onboard GPS receiver. The messages then are received by ground or airborne ADS-B receiver and displayed on the screens of controllers and pilots [2] . However, due to the fact that ADS-B technology did not consider the security problem comprehensively [3, 4] at the design stage, it is vulnerable to multiple wireless threats [5] . The false data injection attack can be injected into the monitoring system by low cost software defined radio equipment, which can interfere with the work of the controllers and even cause safety problems.
In order to improve protection against the ADS-B false data injection attack, a variety of location verification schemes have been proposed. At present, multilateration technology [6, 7] has been widely used [8] . The advantage of this technology is that it can reduce the cost of deployment by using the existing secondary surveillance radar and ADS-B systems. Given the precise distance between transmitter and four receivers, it is easy to calculate the position of the transmitter, that is, the position of the aircraft [9] . Finally, by comparing the location of the aircraft and the position information in the ADS-B message, it is possible to verify whether the ADS-B message is legitimate and effectively improves the capability of detecting the false data injection attack.
Existing multilateration techniques can effectively detect attackers using a single transmitter, but did not consider the multidevice attack scenario [10] . In this scenario, the attacker uses multiple transmitters distributed in different geographic locations to transmit a ADS-B message that is constructed ingeniously under a specific time delay, controlling the time of receivers to receive the signal, making the location multilateration calculated the same as the location of the attacker's injection, thus bypassing the multilateration verification and injection of large number of false ADS-B data. We 2 Security and Communication Networks call this new attack pattern multidevice false data injection attack.
Moser et al. [11] first proposed the multidevice false data injection attack of ADS-B multilateration system in ATC surveillance. However, Moser et al. simulate the arrival time of the real transmitter without utilizing the characteristics of the multilateration algorithm. The attacker needs to use the identical number of transmitters and receivers to make the attack success, which increases the cost of an attack. Secondly, as the transmitters are deployed in a large area, it is difficult to realize time synchronization, which makes it possible to be detected by other detection methods based on frequency and phase. Therefore, we consider how to find a better attack scheme, using less attacker transmitters to realize the attack and make the distance between the transmitters within a certain range to effectively realize the time synchronization between the transmitters.
In this paper, we propose a more accurate model of multidevice attacker for multilateration algorithm which utilizes less transmitters and centralized deployment of the antennas to achieve the attack and overcome the shortcomings mentioned earlier. Finally, we propose possible countermeasures for this kind of attack. The main contributions of this article are as follows:
(1) We establish the formal model of ADS-B multilateration system and multidevice false data injection attack.
(2) We proposed the best attack scheme calculation method.
(3) We demonstrate the feasibility of multidevice false data injection attack method.
In Section 2 we introduce the ADS-B system security and multilateration technology. In Section 3 we describe the ADS-B multilateration system and the multidevice false data injection attacker model and find out the requirements of the false data injection attack. In Section 4 we give the implementation of the model and the example validation. Possible countermeasures for this kind of attack are discussed in Section 5 and we conclude in Section 6.
Background and Related Work
At present, researchers have proposed a variety of false data injection attacks against ADS-B systems, but most of these attacks can be detected by ADS-B location verification based on multilateration.
ADS-B Attack
Patterns. The ADS-B transmitters emit the ADS-B messages in the signal format specified by the ADS-B protocol standard DO-260 [12] , DO-260A [13] , and DO-260B [14] , and these messages are not encrypted. The characteristics of wireless communication allow attackers easily interference, eavesdrop, and modify, inject, and delete ADS-B messages [15] .
Ghost Aircraft Inject.
Based on the false data injection attack, the attacker is able to broadcast the ADS-B message generated by the ghost aircraft that does not exist in the surveillance system. The target may be any legitimate ADS-B receiver. When the visibility is low, the ghost aircraft may be confused with legitimate aircraft and the ground air traffic controller may force the aircraft to land or change the track. In the same way, for aircraft targets, the attacker can also make the ADS-B based collision avoidance system generate error instructions. In the case of low visibility, the pilot may perform dangerous operations based on these instructions.
Aircraft Flood
Denial. Based on the above ghost aircraft injection attack, the aircraft flood denial attack can inject multiple aircraft simultaneously. The purpose of the attack is to enable the air traffic controller's surveillance system to deny of service. Due to the fact that the air traffic controllers confused real aircraft with ghost aircraft, the surveillance system is defeated.
Virtual Trajectory Modification.
The purpose of this attack is to modify the trajectory of real aircraft. First delete all location reports of the target aircraft, and inject modified messages. This attack takes advantage of the low precision of other surveillance technologies, such as the first radar. When the central processing station (CPS) fuses the radar data and ADS-B data, a certain error is allowed. If the distance between the real aircraft position and injected position is very small, the attack will be able to bypass the detection technology and lead to the wrong judgment or response to the collision avoidance system.
False Alarm
Inject. Similar to the virtual trajectory modification attack, attackers delete the messages generated by real aircraft and inject false ADS-B messages for alarm. ADS-B provides emergency (such as hijacking) alarm mechanism. False alarm injection attack will lead to an emergency response mechanism, such as a refusal of landing requests. Due to the fact that voice recognition is not reliable in hijacking events, it is difficult to detect such attacks at the physical level.
If an attacker uses a single transmitter to attack, all of the attacks above will result in multilateration results that are not consistent with the ADS-B report location, which will be detected easily.
Existing Countermeasures.
According to the review article by Strohmeier et al. [16] , ADS-B protection technology is mainly divided into two categories: secure broadcast authentication [17] and secure location verification [18] technology.
Secure Location Verification Technology.
It can identify abnormal ADS-B messages after the attack has launched and then filter them out. Various characteristics of wireless signal are extracted to locate the position of the aircraft, such as receiving signal strength, angle of arrival, frequency of arrival, time of arrival (TOA), and time difference of arrival (TDOA). The location estimation method using angle of arrival is called triangulation, and the one using time of arrival is called multilateration [19] . The advantage of multilateration technology is that it can reuse existing ADS-B devices without any modification to airborne equipment. Multilateration can easily detect the false data injection attack and even locate the position of the attacker transmitter. The central processing station utilizes time difference of arrival of the same messages from different ADS-B receivers to calculate the location of the ADS-B transmitter and compares it with the position information in the ADS-B message. The legitimate ADS-B message with allowed position error will be passed to the Air Traffic Control Center [20] to manage the air traffic.
At present, multilateration technology is widely used in ground location verification. It is used by the ASDE-X system [21] at airports and the Wide Area Multilateration [22, 23] . Although multilateration technology has been widely applied, there are still many problems [24] . For example, it is difficult to estimate altitude information accurately based on ground based receiver. Besides, multilateration technology also needs many receivers to receive the same signal accurately, and all receivers are connected with the central processing station safely.
And we should notice that crowdsourcing is a wellestablished paradigm in the commercial air traffic tracking domain [25] . Volunteers around the world set up and operate large numbers of receivers for transponder signals and send the live tracking data to a central server via the Internet. This approach has been used to improve the security in GPS [26] .
Secure Broadcast Authentication Technology.
It is to prevent attacks through the authentication mechanism, which falls into two categories, the noncryptographic schemes on the physical layer and cryptographic schemes. Here we focus on physical layer based technology, which is to find differences between legitimate and nonlegitimate packets based on characteristics of the wireless channel which are hard to replicate.
There are various approaches of physical layer based technology, such as approaches based on received signal strength (RSS, [27, 28] ), based on frequency offset caused by imperfections in the transmitters synchronization [11] , or based on the carrier phase (e.g., [29] ). While these methods can effectively defeat jamming and modification attacks, the inherently lower performance makes them difficult to use in a large-scale system such as ADS-B.
Multidevice Attack.
The above security countermeasures are based on the attacker model of single transmitter, but ignore the scenario of multiple transmitters. With the development of software defined radio equipment, the cost of attackers using multiple transmitters is getting lower and lower. Therefore, the multilateration system with outdated attack models may be unsafe, and a new attack model is needed to study its security [30] .
In the multidevice attack proposed by Moser et al., a low-power, small covering radius transmitter is set near each receiver to transmit the signal to ensure that the signal is only injected into the nearest receiver, as shown in Figure 1 . Under this configuration, the attacker transmitter can easily control the time delay between transmissions, making the arrival time at each receiver identical to the arrival time generated from the ghost aircraft. As a consequence, the multilateration calculated location is consistent with the position encoded in the malicious ADS-B message, and the attacker bypasses the location verification successfully. However, there are still some shortcomings in this type of attack:
(1) The transponder needs to be near the receiver, once found easy to destroy.
(2) This attacker needs to have the same number of transponders as ADS-B receivers. SDR platforms have different transient phase feature, which is easy to be detect. While high-end arbitrary waveform generators might be able to produce highly accurate signals with little noise in the transient phase, they are by a factor of 20 to 100 times more expensive than today's SDR platforms and would require a prohibitively high budget on the attacker's side since a distributed attack requires at least a couple of such devices.
(3) In practice, it is difficult to synchronize the local oscillators of different devices that are separated over large distance, which make it easy to be detected by frequency based detection methods.
Based on these features, Moser et al. have built ATC intrusion detection system to detect this kind of attack. Therefore, we consider how to find a better attack scheme, using less attacker transmitters to realize the attack and make the distance between the transmitters within a certain range to effectively realize the time synchronization between the transmitters.
Multidevice Attack Model of ADS-B Multilateration System
Next, we will establish the mathematical model of the ADS-B multilateration system, find out the requirements to implement the false data injection attack, and finally establish the model of the multidevice false data injection attack.
ADS-B Multilateration System Model
Definition 1 (ADS-B multilateration system). The ADS-B multilateration system can be defined as a tuple:
Suppose we use ADS-B receivers for multilateration, and the coordinates of these receivers are represented by the × 3 matrix P = { , }.
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is the position of th receiver:
X is the real position of aircraft , Z = {z } is the position of aircraft decoded from the ADS-B message by the receiver , and Z = {z } is the time when receiver received the ADS-B message from aircraft .
ADS-B multilateration system can estimate transmitter location through multiple receiver's TDOA of the same ADS-B message. Therefore, the receivers need precise time synchronization. The TDOA based multilateration algorithm generally assumes that the error is determined by the Gauss distribution. Given the TDOA of receivers, the least square algorithm is applied to find the optimal estimation of the position of the aircraft.
Definition 2 (location estimation using multilateration algorithm). Given the TOA of certain ADS-B messages Z , the corresponding receiver location P , and the speed of light V, we can estimate the location of target x = ( , , ):
The propagation time ℎ (x) from location x to receiver P is given as
The estimation error of target location has upper bound , which consists of the time synchronization error and error generated during signal propagation. If the error does not always satisfy the requirement, it is considered that multilateration algorithm can not converge and the location fails.
Definition 3 (bad data detection). The central processing station receives aircraft location encoded in a group of ADS-B messages with the same content and estimates the aircraft location x using TDOA of these messages. The residue is the difference between them, which is used to monitor the status of the system. If the residue is smaller than the threshold , these messages are valid messages; otherwise, they will be filtered out.
There are different methods to select the threshold , such as 2 test.
Although these attackers have the ability to inject arbitrary messages, they must follow some rules to make the attack success in the real world. The measurements have to satisfy some constraints to ensure the receivers can accept the messages successfully. We can encode the communication domain specific knowledge in the logic formulas:
where is maximum propagation distance of ADS-B messages and is a reasonable area where the aircraft could appear. According to the RTCA DO-260, the time length of the message block with preamble is = 120
. To ensure two messages received by one receiver will not overlap and interfere with each other, the difference of TOAs must be larger than that. 
False Data Injection Attack Requirement.
Because of the lack of authentication mechanism in ADS-B, attackers can inject false ADS-B messages. Using multilateration mechanism described above, these messages can be labelled as bad data and filter out of the system. In order to realize a false data injection in the ADS-B multilateration system, the following requirements must be satisfied.
Definition 4 (requirement for false data injection attack). Let S be an ADS-B multilateration system and est (z , x) and mon (z , x) be as specified above. The requirements of false data inject are defined as follows.
z are the location claimed by attacker in the ADS-B messages and z are the admissible measurement vector constructed by attacker to satisfy the requirements above to bypass the state estimation and monitor process [31] .
In order to meet the requirements of the false data injection attack, a formal model of multidevice false data injection attack is proposed. We analyze the requirements of this new attack model and describe the method of implementing this attack.
Multidevice False Data Injection Attacker Model.
In the formal model of multidevice false data injection attack, we use high-power transmitters to implement message injection attacks at a relatively long distance from the receiver, as shown in Figure 2 . To simplify the problem, the multidevice attack model proposed in this paper is based on the following assumptions:
(1) Assume that each receiver can receive all transmitter signals. We consider the communication graph is complete. If the transmitter power is large enough, all receivers will be able to receive the message effectively.
(2) Assume that the receiver only takes the receiving time of the first ADS-B message as the arrival time of the actual signal. In practice, the receiver may receive multiple signals because of the multipath effect of signal propagation. If multiple signals are received, the earliest arrival signal is most likely to be the original signal.
If multilateration systems consider receiving multiple ADS-B messages of the same content at the same station as being attacked, attackers may adopt the combination of message deleting attack and message injection attack to remove the additional messages. As the TOA of the duplicated messages can be predicted in advance, the attacker is able to send an interference signal at the right time to cancel these messages.
Definition 5 (multidevice false data injection attack). Let S be an ADS-B multilateration system, an attacker wants to inject the ADS-B message of single aircraft at position z . A attacker model of multidevice false data injection attack is tuple A = ⟨P , Δ ⟩, which satisfies
P = {P , = 1.. } is the matrix of attacker's transmitters locations and is the number of the attacker's transmitters. Δ = {Δ , = 1.. } is the time delay of ADS-B messages transmitted by the attacker, assuming Δ = 0. Redefine the measurement z of receiver as follows, which is the time of arrival used in multilateration estimation est (z , x).
ℎ (P ) is given in formula (10). As we assume that the receiver only takes the receiving time of the first ADS-B message as the arrival time of the actual signal, the receiver chooses the minimum of arrival time of all transmitters as its measurement. The arrival time of a transmitter includes the signal propagation time from transmitter to receiver and the time delay Δ of transmitter .
The attacker model is used to describe the transmitters' location and time delay ⟨P , Δ ⟩ to control the arrival time z of ADS-B message, which should satisfy the requirement fdi , (z , z ) defined in Definition 4.
Implementation of Multidevice False Data Injection Attack
To implement the multidevice FDI attack, we need to find an optimized configuration of the transmitters' location and the transmission delay of each message. According to the configuration, the injected ADS-B message can bypass the multilateration scheme to influence the ATC center. The core of the problem is how to build an optimization model to calculate the transmitters' location and the transmission delay of each message, so that it satisfies the false data injection attack requirement.
Optimization Problem Establishment.
According to Definition 5, we can establish an optimization model of multidevice false data injection attack for ADS-B multilateration system. Let S be an ADS-B multilateration system; z is the location that attacker want to inject. P is the location of attacker transmitter and Δ is the corresponding time delay, which makes the aircraft location estimated by the multilateration the closest to the desired fake position. The problem can be expressed as the following optimization problem:
where is the upper bound of the distance between any two transmitters to meet the time synchronization requirement between the transmitters; indicates the maximum distance between the arbitrary transmitter and the receiver, which is the ADS-B coverage radius. ‖z − z ‖ is the measured time difference of arrival (TDOA). ℎ (z )−ℎ (z ) shows the TDOA of the signal emitted from the ghost aircraft. If the difference between two TDOA is the least, the position error is the least.
Solving the Optimization
Problem. The optimization problem described in formula (11) is to solve the multidevice false data injection attack scheme. Then we use the optimized result to evaluate the feasibility and attack efficiency of the attack scheme. To simplify the problem, we use two transmitters to achieve the attack as an example. In order to simplify the optimization problem, the locations of attacker transmitters are selected at the discrete point of two-dimensional space. First choose the location P 1 of the first transmitter in a circular area of radius and the circular center is the geometric mean of all receiver coordinates so that the ADS-B messages can be normally received between the receivers and the transmitters. The area is discretized and the points in the area are enumerated as the location of the first transmitter. Then, the location of the second transmitter location P 2 is enumerated among the discrete points in the second circular area of radius , the center of which is the first transmitter location P 1 to make any two transmitters meet the time synchronization requirements. After determining the position of the two transmitters, the unconstrained single variable optimization problem is constructed to find the best time delay, which makes the position error minimized between the coordinates position calculated by the multilateration and the attacker desired position z , as is shown in Algorithm 1.
After solving the optimal attack scheme, we verify the attack configuration. First, we implemented the multilateration algorithm, which can estimate the location of the aircraft by the arrival time of the same message received by 5 receivers. Then, given two transmitter locations, the estimated location changes at different time delays Δ 2 are calculated, as shown in Figure 3 . The blue curve indicates that the coordinate change with the delay Δ 2 , the orange curve represents the coordinate change, and the green curve represents the coordinate change.
It is found from the graph that, with the linear variation of the transmission delay, the locations estimated by the multilateration will change sharply, which gives us a great convenience to inject continuous flight track.
Simulation Experiments.
Given the number of the receivers, we can get a configuration of the multilateration system by generating the receivers positions randomly. These positions are uniformly chosen in a selected area. Given a certain number of receivers, if the position error in the best solution is larger than 500 meters, we should increase the necessary number of attacker's transmitters. Then we can get the necessary number of transmitters in the configuration after simulation as shown in Table 1 . As the increasing of number of receivers, the number of transmitters can be reduced by two. Only under the four-receiver configuration, the attacker can achieve high attack efficiency. Under the condition of 6 receivers, the error is reasonable with 4 receivers. However, it is much bigger than other conditions. It is related to the placement of the receivers. We randomly choose the positions of receivers, which makes the error uncertain. The error is acceptable for this level disturbance, so we do not need extra transmitters for this status.
In order to make the attack more practical, we use realworld data from the OpenSky Network. First, we extract ground stations' locations and select 4 stations from them, which are all in coverage of one ADS-B source and have a dense usage. This is a configuration of the attackers as shown in Figure 4 . If transponders send the message at time offset of (0.00226, 5.63 × 10 −6 ), the multilateration algorithm will input: ADS-B multilateration system S, the location that attacker want to inject z , the upper bound of the distance between any two transmitters , the maximum distance between the arbitrary transmitter and the receiver . output: The location of attacker transmitters P , the time delay of the second transmitter Δ . P ← (1/ ) ∑ P ; ← ∞;
if̂< ∧ con(z , z ) then ←̂; Δ ← Δ̂; end end end end end return P , Δ ; Algorithm 1: Implementation of the optimization algorithm (discrete enumeration of the locations of transmitters). estimate the aircraft location at green circle, which is the target of the false message injection. Just ranging the time offset, we can get a trajectory.
To demonstrate the constraints on the trajectory injection, we randomly chose some placements of transmitters and find out what trajectories we can get by changing the time delay between two transmitters. As shown in Figure 5 , the trajectories distribute on straight lines, which can be used to inject to the system to interfere with the job of controllers. Figure 5 includes three subfigures. They are chosen from 100 simulations to demonstrate the typical patterns of injected trajectories. To get one subfigure, we first randomly generate the placement of receivers and attackers transmitters. Then we set the time delays of the first transmitter as a sequence of zero, and set the time delays of the second transmitter as an arithmetic sequence start from zero. Given different time delays for different ADS-B messages, the multilateration algorithm can calculate a sequence of estimated targets as shown in the subfigure. However, if the transmitters' location is given, only one possible trajectory could be injected, which is different from the normal trajectory of the aircraft and may be detected by some advanced abnormity detection mechanism. Therefore, attacker model of moving transmitters needs to be studied to construct more realistic trajectories, which has more degrees of freedom.
Multidevice False Data Injection Countermeasures
Because the attacker forged the arrival time of the signal, the verification mechanism of the ADS-B multilateration system failed. It is difficult for the existing security mechanisms to detect such attacks effectively. Therefore, we should strengthen the ADS-B multilateration system security. New countermeasures could achieve the goal by hiding the information of locations and operational status.
Changing Locations.
We try to move some of the receivers along a trajectory (by loading them on vehicles) in this countermeasure. They report ADS-B data to the center process station by wireless communication. The multilateration system could get the accurate positions using GNSS on the receive sites. The attackers only have their original information and could not inject false messages at the right time.
To evaluate the effectiveness of the countermeasure, we construct a simplified model of the moving receiver. We assume one of the receivers is moving towards one random direction, and the attacker uses the receiver's original position P to place their transmitters. We analyzed the effect of the location offset of one receiver for values between 0 and 1700 , which can be caused by the defense mechanism. Figure 6 shows the position error of multilateration result x and target position z .
With the increasing of the offset, the multilateration result error is increasing. There is a maximum location offset value required for successful false data injection, which can serve as the reference parameter in countermeasures. However, this method needs some vehicles which increase the cost and the moving pattern may also be observed by the attacker easily.
Changing Operational Status.
We can change the operational status of the receive sites randomly, which makes the attackers have a great possibility of injecting the wrong sites and failed to bypass the monitor. The redundant receivers can be added on the basis of the original receiving station, and the central processing station randomly switches the multilateration receivers used to estimate the location. There need to become more than four receivers to cover a target area. All of them pass ADS-B data to the central process station, but only four of them are used for multilateration. After a certain time period, the operational status is changed again. The time period is related to the attackers power to find out the operational status.
To evaluate this countermeasure, we randomly generate the locations of five receivers. Their locations are in the range of one aircraft's ADS-B communication area. We assume the attacker injects messages to four of them but ignores the existence of the other receiver. However, the ignored receiver could still receive them. We evaluate the position error under different operational status. As shown in Figure 7 , the error is undetectable in Status 1. Attackers may inject successfully when the system is operating under this status. But the error cannot be ignored under other status. If we did not detect the attacker at current period, they could be found after the status changing in the next period.
For the defenders, they only need to build 0.25 times more receivers to achieve this. This scheme is much cheaper and stealthier; the attackers have to hack the center process station to get the operational status.
In summary, our countermeasure requires no modifications to the ADS-B signal, the surveillance infrastructure, or the ADS-B receiver; it is resistant against a wide range of attackers, and it can be deployed using multiple standard ADS-B receivers.
Conclusions
In this paper, a formal model of the ADS-B multilateration system is established, and a new model of false data injection attack is proposed, which could be used to achieve the optimal attack configuration. This work has shown that a multidevice attacker can inject ghost aircraft with only two transmitters, which makes the cost lower. Finally, we suggest some countermeasures for this attack model. The multidevice false data injection attack model proposed in this paper has a certain generality, which can be applied to other multilateration technology applications. There also exists potential multidevice false data injection threat in the location scenarios based on ZigBee or WiFi technology [32] .
In the further study, we will use GNU Radio to perform signal level simulation and try to verify multidevice false data injection attack to bypass the frequency based detection. Second, the above models assume that the location of the attacker's transmitter is fixed. If multiple ghost aircraft tracks are injected, a fixed position attack model may not satisfy the requirements of false data injection attack, and the attacker's model of moving transmitters is needed to be studied. In addition, we assume the communication graph is complete; i.e., all receivers can receive all transmitted signals. We will study the attack pattern considering the more complicated communication graph. And how to gather information about the ADS-B receivers' locations and operation states to construct the communication graph is also a big question.
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